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Intellectual Property and Regulatory Notices

Intellectual Property and Regulatory
Notices

Copyrights

The Motorola Solutions products described in this document may include copyrighted Motorola
Solutions computer programs. Laws in the United States and other countries preserve for Motorola
Solutions certain exclusive rights for copyrighted computer programs. Accordingly, any copyrighted
Motorola Solutions computer programs contained in the Motorola Solutions products described in this
document may not be copied or reproduced in any manner without the express written permission of
Motorola Solutions.

No part of this document may be reproduced, transmitted, stored in a retrieval system, or translated
into any language or computer language, in any form or by any means, without the prior written
permission of Motorola Solutions, Inc.

Trademarks

MOTOROLA, MOTO, MOTOROLA SOLUTIONS, and the Stylized M Logo are trademarks or
registered trademarks of Motorola Trademark Holdings, LLC and are used under license. All other
trademarks are the property of their respective owners.

License Rights

The purchase of Motorola Solutions products shall not be deemed to grant either directly or by
implication, estoppel or otherwise, any license under the copyrights, patents or patent applications
of Motorola Solutions, except for the normal non-exclusive, royalty-free license to use that arises by
operation of law in the sale of a product.

Open Source Content

This product may contain Open Source software used under license. Refer to the product installation
media for full Open Source Legal Notices and Attribution content.

European Union (EU) and United Kingdom (UK) Waste of Electrical and
Electronic Equipment (WEEE) Directive

=== The European Union's WEEE directive and the UK's WEEE regulation require that products sold
into EU countries and the UK must have the crossed-out wheelie bin label on the product (or the
package in some cases). As defined by the WEEE directive, this crossed-out wheelie bin label means
that customers and end-users in EU and UK countries should not dispose of electronic and electrical
equipment or accessories in household waste.

Customers or end-users in EU and UK countries should contact their local equipment supplier
representative or service centre for information about the waste collection system in their country.

Disclaimer

Please note that certain features, facilities, and capabilities described in this document may not be
applicable to or licensed for use on a specific system, or may be dependent upon the characteristics of
a specific mobile subscriber unit or configuration of certain parameters. Please refer to your Motorola
Solutions contact for further information.

© 2022 Motorola Solutions, Inc. All Rights Reserved
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Contact Us

The Centralized Managed Support Operations (CMSOQ) is the primary contact for technical support
included in your organization's service agreement with Motorola Solutions.

Service agreement customers should be sure to call the CMSO in all situations listed under Customer
Responsibilities in their agreement, such as:

» Before reloading software
» To confirm troubleshooting results and analysis before taking action

Your organization received support phone numbers and other contact information appropriate for your
geographic region and service agreement. Use that contact information for the most efficient response.
However, if needed, you can also find general support contact information on the Motorola Solutions
website, by following these steps:

1 Enter motorolasolutions.com in your browser.

2 Ensure that your organization's country or region is displayed on the page. Clicking or tapping the
name of the region provides a way to change it.

3 Select "Support" on the motorolasolutions.com page.

Comments

Send questions and comments regarding user documentation to
documentation@motorolasolutions.com.

Provide the following information when reporting a documentation error:
* The document title and part number

» The page number or title of the section with the error

» A description of the error

Motorola Solutions offers various courses designed to assist in learning about the system. For
information, go to https://learning.motorolasolutions.com to view the current course offerings and
technology paths.


http://motorolasolutions.com
http://motorolasolutions.com
mailto:documentation@motorolasolutions.com
https://learning.motorolasolutions.com/
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About This Document

This document describes how to set up MC-EDGE for Actility ThingPark™. It does not include general
information on the MC-EDGE that is not specifically related to Actility configuration.

For more information on the MC-EDGE, including hardware information and device specifications, see
the MC-EDGE Owner's Manual.

For information and documentation about Actility ThingPark, see https://www.actility.com/enterprise-iot-
connectivity-solutions/

Helpful Background Information

Motorola Solutions offers various courses designed to assist in learning about the system.

For more information on current course offerings and technology paths, visit http://
www.motorolasolutions.com/training.

Related Information

For more information related to MC-loT MC-EDGE™, see the following documents.

Document

MC-EDGE™ Owner’s Manual
MC-EDGE™ System Planner
MC-EDGE™ Service Manual

MC-IloT STS User Guide

MC-IloT STS Advanced Features Manual
MC-loT_Advanced_System_Security

MC-IoT STS Software Diagnostic Output and Error Messages Manual
MC-IoT STS Third Party Protocols Manual
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Activating Actility on MC-EDGE

E/ NOTE: MC-EDGE T3 does not include a LoRa port, and is not compatible with Actility.

Prerequisites:
To use Actility, ensure you have the following:

* MC-EDGE T1 or T2, release 8.5 or later

» Actility license for MC-EDGE Base Station

*  MC-loT System Tools Suite (STS) version 27.00 or higher
Before activating Actility on MC-EDGE, perform the following steps:
1 Connect the MC-EDGE to a 12V-24V DC power supply.

2 Attach the LoRa antenna to the MC-EDGE LoRa port.

3 Connect the MC-EDGE via USB OTG to the STS.

The following figure shows the location of the relevant power supply, antenna, and port connections on
the MC-EDGE.

Figure 1: MC-EDGE Ports and Connectors
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Process:

1 Upload the MC-EDGE site to the STS project, and configure its ports for Actility. See Configuring
the MC-EDGE Site and Ports on page 10.

2 Download the Actility Base Station image (. rpm file) from the online Actility ThingPark™
platform. See Downloading the Actility Image from ThingPark on page 13

3 Attach the Actility Base Station image to the MC-EDGE site in the STS project. See Importing
and Attaching the Actility Image on page 14.

4 Download the Actility Base Station image and site configuration file (with updated ETH1 and
LoRa port configurations) to the MC-EDGE via the STS Site Download tool. See Downloading

Actility to MC-EDGE on page 15.

Obtain the module UUID and keys via the SSH SUPLOG.
Create the Actility Base Station in the ThingPark platform. See Creating the Base Station in

ThingPark on page 17.

1.1

Configuring the MC-EDGE Site and Ports
The MC-EDGE ETH1 and LoRa ports must be properly configured before running the Actility agent.

Procedure:

1 To create a new STS project, perform the following actions:
a From the STS menu bar, select File—New Project.

b Enter a Name for the project.
¢ Set the MDLC password.
d To create the project, click OK.

Figure 2: STS-Create New Project Dialog

10

2 To configure the STS for local connectivity to the MC-EDGE, perform the following actions:

Create New Project

General Project Settings
* Name: Actility

Description: | |

Location: |C \STS2650\Projects | Browse...

System Address: [0 |« MDLC password:
3 [] Secured Project # Confirm password:

[The project will be created at
S TS2650NProjects Actility \Actility spj

Cancel Help

a From the STS menu bar, select Setup—Comm. Setup...

b Select Ethernet port (default) and configure the IP connection as shown in the following

figure.
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Figure 3: STS Communication Setup Dialog

Cancel

() Serial port

Data speed

t third-party

d-party protocol

IP port number

£ Communication Setup — >

~1A

Communication port COM

5600

| M
over MI

DLE pi
ULL pof

(®) Ethemet port
Local site IP address  [192.168.9.9 v]

2002 |

OK Apply More >>>

¢ To apply the settings and close the Communication Setup dialog, click OK.

4 Ensure that the Local option is selected, and click OK.

5

In the Site Upload dialog, select the Site Configuration entry and click OK.

Figure 4: Uploading a Site Configuration to the STS

In the STS Diagram View, right-click the white area and select Upload New Site...

For more details, see "Uploading Files From Sites" in the MC-loT STS User Guide.

The STS begins uploading the site configuration file from the locally connected MC-EDGE. A
message appears when the upload is completed.

Connection
M local StelD: 173 Link 1D: )
Files
Elock Name File Size Date
l:l |P Conversion Table irmipcny 24 Tig2014 11:82:21 AM
Site Configuration irmconf 2038 V232022 1:13:18 PM
[ | Site Table rirmstbl 30 413/2014 11:37.07 AN
MNetwork Configuration irmnetcfg 6 TI82014 10:50:22 AM
[ Log files lof 515 x
Seftings o Upload operation has been completed!
View all site files
Upload Progress
#i# Upload from Local Address, at 1/24/2022 10:1
Uni type : MC-EDGE E——
Cument fimware version : 26.00.047 } i i
Kemel version - Linux-4.9.59-MCIOT-1.21.070 Site Configuration { 8102 of 8102 ).

Upload Site Configuration file 'C:\STS2650"Projects \Actility

“63778615959395617 MFiles\tmpCnf#1 cfi

Upload finished successfully

v Upload Progress ( 8102 of 8102 ).

Close

11
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After the site is successfully uploaded to the project, it is represented by an icon in the STS
Diagram View as shown in the following figure.

Figure 5: MC-EDGE Site in the STS Diagram View

# Site173
Id- 173  v26.00
MC-EDGE LIt

6 In the system diagram, open the site configuration by double-clicking the site icon.

7 Optional: In the site configuration, under the General tab, set the preferred Site ID and Site
Name for the MC-EDGE unit.

8 Navigate to the Ports tab and perform the following actions:

a Configure the ETH1 as preferred.

b Define the LoRa port as shown in the following figure.
Figure 6: LoRa Port Definition for Actility

LloRa Mediz LoRa "
Connection Type LoRa Gateway Type v
Connection to iActility i

¢ From the drop-down menu, select the preferred Actility Deployment type.

The following Deployment type configurations are available:

TPE-SaaS EU
TPE-SaaS AU
TPE-SaaS US
ThingPark Community
TPE-OCP

9 To save the project, select File—Save Project.

10 Optional: Actility requires definition of DNS servers for properly functioning. It can be done
through STS or later by the Actility Suplog menu. If you prefer to do it through STS, perform the
following actions:

a Navigate to Advanced tab—DNS service.

b Enable dns service.

¢ Insert the IP address of DNS server and attach it to appropriate interface (up to 3 addresses).

d To save the project, select File—Save Project.

12
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Figure 7: DNS Service

@ B & H A

Date & Time  Logger Download Upload Monitor

I General A% Pots [ 1/0] & Advanced

(®) DNS Service

D DMS Service

I_) Dynamic Site Table
I Firewall & Hardening

Parameter Default
OM% Service i[ Disable |: Enable

051 name EEE R

Domain name [ “nones ]

I_) Frame Segquence Application
I_) Frame Seguence Layer

i) Heap

OMS primary server:

(O IP Conversion Table IP address [<noned] 2828
() MDLC G AP Interface [ETH1]] ETH1
(O MaTT
() Minisession OM%S secondary server:

_ |F address [«none>] 8844
(O NTP Service Interface [ETH1]: ETHT
() Network

i) Power Supply DNS tertiary server:
() RADIUS Service

i) SNMP Agent

|F address [ <none:]
Interface [ETH1]: ETH1

OOO0O000000000mOM

1.2
Downloading the Actility Image from ThingPark
The Actility Base Station image (. rpm file) is downloaded from the online ThingPark™ platform. After
downloading the file, the user imports it into the STS project and attaches it to the MC-EDGE site.
Procedure:

1 In the ThingPark™ Enterprise platform, select Base Stations—Create.

2 When prompted to choose a gateway manufacturer, select Motorola Solutions.

3 From the Model drop-down list, select MC-Edge.

4 Click Download the Base Station image, and save the file when prompted.

13
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Figure 8: ThingPark Community Portal-Downloading a Base Station Image

m Motorola Solutions

Major telecom and loT solutions provider.
MOTOROLA Change manufacturer?
SOLUTIONS

MC-Edge

Download the base station image

E/ NOTE: Do not close the ThingPark page after downloading the Actility image. After

installing the Actility agent on the MC-EDGE as described in the following sections,

return to ThingPark to finish creating the Base Station (which is step 6 of the overall
process; see Activating Actility on MC-EDGE on page 9).

1.3
Importing and Attaching the Actility Image

Prerequisites: Ensure that the previously configured MC-EDGE site (see Configuring the MC-EDGE
Site and Ports on page 10) is open in site configuration view. If the STS system view is currently
displayed, double-click the preferred site to open it in site configuration view.

Procedure:

1 In the site configuration (under the General tab), select Add-On Manager...

Figure 9: STS Site Configuration — General Tab

PORTS
Site 1D |
Name  Link Data speed  Description
Site Name: USB Device, Remote NDIS D...
3n Not used
T Ve 512 Not used
Description ETH1 LINE1 10100 BT, Static LAN, Ether...
’ ETHZ Not used
ETH3 Mot used
LTE Mot used
CPU UsB Not used
oo [T = R = PP SRV Y
Main Board Type: | MC-EDGE T2 Add-Ons
File Name Last Medified Diescription

Application

Application Name

Last Modffied:

Assign Application...

Gallery

Add RTU to Gallery...

Add-0On Manager...
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2 In the Add-On Manager, perform the following actions:
a Under File Types, select Package File.

b Under Files in Project, click the = Browse and Import icon.

¢ Inthe Windows Add dialog, select the previously downloaded Actility image (. rpm file) and
click Open.

d In the Sites pane, select (check) the preferred site.
e To attach the selected image to the chosen site (and close the Add-On Manager), click OK.
Figure 10: Adding Image File via STS Add-On Manager

Package File (MC-EDGE)

File Types Sites

MC-EDGE e MName |E| Product Black

" Application -l ~ Siex | | 7 MSie 1 1 MC-EDGE

T’ Application Parameters dat " M [MethZsec 14 MC-EDGE

DNP master ml B actity-27.0071  5/1/2022 2:32:38 .. 1 F [ ethZand3 1 MC-EDGE
rwnn' M wnl—l I 0 Site 154 154 MC-EDGE

Package File mm 156 MC-EDGE

Bl ” [Site 173 173 MC-EDGE actility-27___

Kemel pm

File System kin

Kinetis file hex

MQTT broker cerficate broker.crit

MQTT broker private key broker ke

CA certfficate crt

MQTT bridge certfficate bridge.crt

MQTT bridge key bridge ke

LoRaWAN Gateway certificate tc.crt

LoRaWAN Gateway key lckey w

< >

For more information on the STS Add-On manager, see "Managing Add-On Files" in the MC-loT
STS User Guide.

Postrequisites: After attaching the image to the site, download it to the site (see following section).

14
Downloading Actility to MC-EDGE

E/ NOTE: The Actility Base Station image and the MC-EDGE site configuration file cannot be
simultaneously downloaded to the site. First download the image (package file), then download
the site configuration.

For more information on the Site Download tool, see "Downloads to Sites" in the MC-loT STS User
Guide.

Prerequisites: Obtain the Actility Base Station image from the Actility ThingPark™ platform, and attach
it to the MC-EDGE site via the STS Add-On Manager. See:

1 Downloading the Actility Image from ThingPark on page 13
2 Importing and Attaching the Actility Image on page 14

Procedure:
1 From the STS menu bar, select Site—Download...

If the Download... command is inactive, ensure that the preferred site is selected (or opened in
site configuration view).

15
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2 In the Site Download dialog, perform the following actions:
a Under Connection, select Local.

b Under Files, select the Package File entry corresponding to the preferred Actility Base
Station image.

Figure 11: Site Download Dialog with Actility Package File Selected

Site Download - Site 173 (173) *
Mllocal [StelD: 173 | Link ID:| LINE | o
Files
[Tk Name JFi- Size  Date
Package File actility-27.00-71.rpm 1518424 5/1/2022 2:32:38 PM
L_SiseConfiouestion|Conf.cfi 9748 5212022 12:56:09 FM | gettings
Network Configuration Generic.scf 88 5212022 12:56:09 PM
Settings
Use SFTP
Let System decide when reset ~ | Dont erase flash before download w View al site files Resume] m .
low allbac

Download Progress

Download Close

¢ Under Settings, select Use SFTP.
d To begin downloading the Base Station image, click Download.

E/ NOTE: If prompted by the STS to enter a password for the mciotlogin user (see
the following figure), contact Motorola Solutions loT support team for the password.

Figure 12: Site Credentials Dialog

Site Credentials hod

Please enter the passwaord for site Site 172 (173)

ser: mciotlogin

Password | | |

[] Use this password for all sites

Cancel

e A "Download finished successfully" message appears if no errors occur. To return to the Site
Download dialog, click OK.

3 Download the updated Site Configuration file to the MC-EDGE.

E/ NOTE: Do not bypass this step. The changes made to the site configuration (see
Configuring the MC-EDGE Site and Ports on page 10) must be applied to this site by
downloading the updated site configuration file.

16
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Figure 13: Site Download Dialog with Site Configuration File Selected

Site Download - Site 173 (173) e
Floca fie 1D: 173 Link ID: [LINE 1 o

lles

File Size  Date
kil d)0-71.rpm 1518424 5/1/2022 2:32:38 PM

Site Configuration Conf.cfi 9721 BI2/2022 1:58:14 PM Settings...
v a8 5/2/2022 12:56:03 PM

Settings

Use SFTP
Let System decide when reset ~ | | Dont erase flash before download w View all site files Resume
[ Allow MDLC fallback

Download Progress

Download Close

The Actility agent is installed on the MC-EDGE. You can connect to the MC-EDGE via SSH to access
the SUPLOG menu and retrieve the module UUID and keys. For more information, see SUPLOG
Configuration on page 18.

1.5

Creating the Base Station in ThingPark

Prerequisites: Obtain the module UUID and keys via the SSH SUPLOG. For general information on
SUPLOG, see SUPLOG Configuration on page 18.

Procedure:

1

2
3
4

In the ThingPark™ Enterprise platform, select Base Stations—Create.

When prompted to choose a gateway manufacturer, select Motorola Solutions.
From the Model drop-down list, select MC-Edge.

Follow the on-screen prompts to configure the Base Station.

For more information, see the technical documentation available on the Actility website at:
https://www.actility.com/thingpark-documentation-portal/

17
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SUPLOG Configuration

For SUPLOG configuration, see the technical documentation available on the Actility website at:
https://www.actility.com/thingpark-documentation-portal/

The SUPLOG credentials are as follows:

* User: support

» Password: [Contact Motorola Solutions loT support team]

E/ NOTE:

*+ MC-EDGE allows up to three DNS servers for all interfaces together. If more than three DNS
servers are defined, only first three are used.

» Atleast one valid DNS server should be configured for Actility proper functioning.
+ MC-EDGE allows up to two NTP servers.

E/ NOTE: To synchronize network configuration changes made through Suplog with STS, you
must use the Upload feature

Figure 14: Upload Feature

File  Site  Systern  Security Setup  Help

- <System Root> | Site 154 (154)

System  |nventory ) Llj ._“:n 5 3
¥ [& Find| | Date & Time  Logger Downlogd Upload onitor
| =45 System | i General A% Pots [{ /0 [ Advanced
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Chapter 3

Troubleshooting

Users can use the System Tools Suite (STS) Software Diagnostics to check the status of the LoRa
interface and Actility license of an MC-EDGE unit.
Procedure:

1 In the system Diagram View or Table View, right-click the preferred MC-EDGE site and select
Logger...

2 In the SW Diagnostics and Loggers window, navigate to the Diagnostics tab.

3 In the Diagnostics panel (shown in the following figure), perform the following actions:
a Set the Device to system
b Setthe Levelto 11
Figure 15: STS—SW Diagnostics—Setting the Device and Level

SW Diagnestics And Loggers: Site 174 (174) - m} X

[ Local Site ID: 174 Link 1D: | LINE 1 i@ B, Eind:

“% Error Logger CL Diagnostics

Diagnostics

Stop Clear Recent Log... Z  Device: |system V| Leyel: |1T ‘

4 To initiate the diagnostics, click Start.
Figure 16: Initiating the STS SW Diagnostics

SW Diagnestics And Loggers: Site 174 (174) - m} X

[ Local SteID: 174 Link 1D: | LINE 1 i B, Eind:

“% Error Logger CL Diagnostics

Diagnostics

Stop Clear Recent Log... Z Device |5y5tem V| Leyel |11 ‘

The STS outputs diagnostic information, including the status of the LoRa Gateway and the Actility
license (as shown in the following figure).

19
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Figure 17: SW Diagnostics Output

SW Diagnostics And Loggers: Site 174 (174)

[Llocal Site ID: 174 Link 1D: | LINE 1 -ﬁ- B2

Find:

“% Error Logger @, Diagnostics

Diagnostics

Stop Clear Recent Log... =| Device: [system

v| Leyel: 11

k10 main board version:
R4.0.8

k10 Expansion 1 version:
502 Answer len=6

k10 Expansion 2 version:
502 Answer len=6

k10 Expansion 3 version:
502 Answer len=6

k10 Expansion 4 version:
502 Answer len=6

k10 Expansion 5 version:
502 Answer len=6

Baseline version: 27.00-8

main board serial number:
275SWLT05Q

Features:

Feature ACTILITY - License in MC-EDGE - exists - Feature is Enabled

Group Text proxy SW was not installed

LoRa Gateway :
MO onfigyred

Exist
Powered on
LORAWAN H

Not Configured
server is down

Idle

Close

2/9/2022 3:02:08 PM

3.1
Possible Actility Errors

The following table lists the possible Actility errors that the user may encounter when performing

diagnostics, along with the potential cause or causes of each error.

Table 1: Possible Actility Errors

Error/lssue

Cause

Actility is not listed in the Features section.

Device is not licensed for Actility.

LoRa Gateway is Powered Off.

Actility package is not installed.

LoRa is not enabled in the site configuration.
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